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Installing linux on a laptop

a use case
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Classical way

Download iso image on a USB key
Insert  USB key in laptop
Boot into instal ler,  c l ick,  tap
After f irst  boot ,  c l icks more,  tap more

Problem?

Manual ,  error prone

33

iPXE and Ansible // S. Cenk Yildiz, EPFL-SB-SPC // OSS - 2025.10.09iPXE and Ansible // S. Cenk Yildiz, EPFL-SB-SPC // OSS - 2025.10.09



Automated/Reproducible way
Create a config f i le  (user setup,  custom software,  language . . . )
Boot host into network,  pick "Ubuntu Autoinstal l"  from the menu
After f irst  boot ,  provis ion with ansible (from config f i le)
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Configuring a PXE Installation

server with Ansible
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Components
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Components - Reality
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Ansible Role: pxeserver

Features

Ta r g e t :  r e d h a t  8 / 9  co m p a t i b l e  h o s t
Co n f i g u r e  n e t wo r k i n g  ( m u l t i p l e  i n te r f a c e s )
D ow n l o a d  OS  i m a g e s  ( r e d h a t ,  u b u n t u ,  m e m te s t ,  c l o n e z i l l a)
I n s t a l l / s t a r t  s e r v i c e :  N F S ,  t f t p ,  i pxe ,  w e b  s e r ve r,  d n s m a s q  ( d h c p/ d n s )
S e t  u p  f i r e w a l l d
I n s t a l l  a d m i n  s c r i p t s ,  co n f i g u r e  s u d o  r u l e s

Create config files from jinja2 templates

d n s m a s q  co n f i g u r a t i o n
i pxe  m e n u
Au to m a te d  i n s t a l l a t i o n  f i l e s  f o r  R e d H a t / U b u n t u
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Ansible Project structure

Fr o m  a n s i b l e  b e s t  p r a c t i c e s  d o c :
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Playbook to provision the PXE Server

Run as:

Maintenance
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Configuration Parameters
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Components of PXE server:

Dnsmasq

iPXE

Automated Installation
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Dnsmasq

Lightweight DHCP/DNS ser ver
Configuration bui lt  from Jinja2 template
Sends the " ipxe" rom with DHCP to known MAC addresses

https://thekelleys.org.uk/dnsmasq/doc.html
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Example Jinja2 Template for dnsmasq configuration
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Example dnsmasq configuration
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iPXE

(GIF incoming)
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iPXE
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PXE

P r e b o o t  E xe c u t i o n  E n v i r o n m e n t
U s e s  D H C P  a n d  t f t p
R e q u i r e s  a  P X E  c a p a b l e  N I C

iPXE

E x t e n d s  P X E
O p e n  s o u r c e ,  l o a d s  v i a  P X E  o r  o t h e r
s o u r c e s  ( U S B  ke y ) ,  t h e n  t a ke s  o v e r
H T T P,  N F S ,  i S C S I

Example dnsmasq configuration
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iPXE menu

(GIF incoming)
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j in ja2 template
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Automated install
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Automated install - how does it
work?

Pass special  options and a configuration f i le  in  the kernel  l ine
Base image is  ver y minimal.  Makes host ansible control lable:
python,  admin user,  ssh keys. . .
It  could ful ly  provis ion a host

less f lexible then ansible
testing and error recover y is  harder
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Automated PXE install - RedHat
iPXE entr y for  passing Kickstart  f i le
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Automated PXE install - Ubuntu
iPXE entr y for  passing Ubuntu ser ver autoinstal l  f i le
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What else can one do?
Rescue by booting into a custom rescue OS
Diskless iPXE booted hosts with readonly-root from NFS
Instal l  OS on a old hardware,  without mainl ine kernel  support for
certain drivers
(See backup sl ides for  examples)
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Pitfalls/Challenges
Unless you have remote management( ipmi/idrac/i lo) ,  you st i l l  have
to setup bios for  PXE booting

Let your hosts boot into network by default?  Dangerous unless
you have ful l  control  of  network

Laptops:  MAC Address passthrough (MAC pre/post boot are not
the same)
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Going back to Ubuntu Installation

I n te r a c t  w i t h  d n s m a s q  o n  pxesrv01  to  a d d  D H C P  d i r e c t i ve

I n s t r u c t  u s e r  to  b o o t  h o s t / s e l e c t  " U b u n t u  2 X . 0 4  a u to i n s t a l l "  f r o m  i PX E  m e n u
A f te r  b a s e  o s  i n t a l l ,  g e n e r a te s / r u n s  a n s i b l e  co n f i g u r a t i o n  t h r o u g h :
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Thank you

https://marp.app/
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Backup Slides
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Rescuing a remote system

R e m o te  r e s c u e  by  b o o t i n g  i n to  a  d i f f e r e n t  OS
C h a n g e  b o o t  o r d e r  ( i n  l i n u x  i f  y o u  h ave  a c c e s s ,  o r  v i a  i p m i / i d r a c / i l o  e tc . . . )

S e n d  d e d i c a te d  r e s c u e  o s  i m a g e

O n c e  b o o te d ,  s s h  to  y o u r  r e s c u e  i m a g e  ( g r a n te d  y o u  h ave  s e t  u p  s s h  ke y s ,  o r
p a s s wo r d )
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Diskless hosts
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Auto Ubuntu Installer

Interact with dnsmasq on pxesrv01  to add DHCP directive

Instruct user to boot host/select  "Ubuntu 2X.04 autoinstal l"  from
iPXE menu
After base os intal l ,  generates/runs ansible configuration through:
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What else can one do?
Rescue by booting into a custom rescue OS

efibootmgr
ipmi/idrac/i lo

Diskless iPXE booted hosts with readonly-root
kernel ,  initrd from NFS,  rootfs as (ro)  NFS mount
r w volumes (/home etc .)  mounted as tmpfs

Instal l  OS on a old hardware (see:  inst.dd=https://...  )
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